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Data Protection: Why Adding a Last 
Line of Defense to Your Cybersecurity 
Measures Makes Sense
Cybersecurity is top of mind for IT pros today. Consider this: the number of Trojan password-stealing 
ware (Trojan-PSW) rose to more than 4 million detections in small businesses between January and April 
this year. Remote desktop protocol (RDP) attacks grew to 51 million over the same period. It gets worse. 
The Verizon 2022 Data Breach Investigations Report (DBIR) notes that the year-over-year increase in 
ransomware attacks totaled more than the past five years combined.

While you should—and must—make investments in cybersecurity prevention technologies like antivirus 
software and firewalls wherever possible, the real challenge is that the 2022 DBIR found that 82 percent 
of analyzed breaches over the past year involved the human element. That includes social engineering 
schemes, human errors, and misuse of access privileges: threats to your data that are much harder 
to prevent. That’s why data protection must be a core consideration as you assess and update your 
cybersecurity strategy.

Data Protection Defined
TechTarget defines data protection as the process of safeguarding important information from corruption, 
compromise, or loss through backup and recovery. Data protection is about being prepared—and ensuring 
you can recover your data no matter what.

Before we dig into the backup and disaster recovery side of the equation, here are some data protection 
basics you should seriously consider implementing.

Authenticate Everyone and Control Access Everywhere
Identity and access management (IAM) technologies such as multi-factor authentication (MFA) and role-
based access control (RBAC) help keep unauthorized users from accessing your data.

MFA requires two or more verification methods to authenticate the user’s identity before accessing your 
resources like applications, online accounts, or your network.

https://venturebeat.com/2022/05/20/report-frequency-of-cyberattacks-in-2022-has-increased-by-almost-3m/
https://www.verizon.com/about/news/ransomware-threat-rises-verizon-2022-data-breach-investigations-report
https://www.techtarget.com/searchdatabackup/definition/data-protection
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RBAC restricts users’ access to your networks, applications, and data based on their role within your organization. 
With RBAC policies assigned to every job within your organization, you can automatically control which permissions 
the system grants to the user.

Invest in Intrusion Detection and Prevention
A report from Sophos found that cyber attackers have an average of 11 days before they are detected in a breached 
network. And often, that discovery only comes to light because the hackers have deployed ransomware. That’s why 
it’s worth looking into intrusion detection systems (IDS). There are two types of IDS, and most security vendors offer 
both:

• Network intrusion detection systems (NIDS) that analyze incoming network traffic—the external data protection 
component of IDS.

• Host-based intrusion detection systems (HIDS) that monitor your essential operating system files—the internal data 
protection component of IDS.

Data protection starts with ransomware prevention and cybersecurity. On the prevention side, Arcserve includes 
Sophos Intercept X Advanced in our award-winning Arcseve UDP and our data protection appliances, giving you next-
level data protection thanks to Sophos’ signature-based and signatureless malware detection, a deep learning neural 
network, and anti-exploit technology.

The solution includes CrytoGuard, which constantly monitors your file writes for encrypted files. If it detects actions 
that behave like ransomware, it restores the impacted files and stops the execution of the detected process. The 
solution also includes WipeGuard, preventing cyber criminals from encrypting your master boot record (MBR).

Backup and Disaster Recovery: Your Last Line of Defense
No matter how well you’ve defended your data, stuff happens. Maybe the human element comes into play, and 
someone on your team clicks on a malicious link or downloads a ransomware-infected file that gets past your email 
filters. Or, a disgruntled employee decides to delete your backups (which should be your reminder of the importance 
of RBAC and MFA). At that point, it’s too late to worry about prevention. Recovering your data is what matters.

That’s why you must have a current disaster recovery plan that you test regularly. You’ll find a step-by-step guide to 
creating a plan in this blog post. Your next step is to invest in the solutions that can meet the RTOs and RPOs you’ve 
spelled out in your plan. Regardless of the solution you choose, there is one feature you should look for above all else. 
Immutability.

https://www.zdnet.com/article/this-is-how-long-hackers-will-spend-in-your-network-before-deploying-ransomware-or-being-spotted/
https://www.arcserve.com/products/arcserve-udp
https://www.arcserve.com/blog/step-step-guide-creating-disaster-recovery-plan
https://www.arcserve.com/blog/how-ensure-you-can-always-meet-your-rpo-and-rto


/  5

Ebook

Best Practices for Data Protection and Ransomware Defense

Why Immutability Matters
We’ll state it plainly: choose a backup and disaster recovery solution that features immutable object storage. 
Immutable backups are write-once read-many-times files that can’t be altered or deleted, and it’s core to today’s  
3-2-1-1 backup strategy. So even if ransomware gets past all your other defenses, your data is protected, and you can 
be confident that it can be recovered.

Get Expert Data Protection Advice
When choosing the right solution to protect your data, many factors come into play. That’s why we recommend you 
select an expert Arcserve technology partner to help guide you through the process. Or check out our on-demand 
demos to see how Arcserve products perform for yourself.

https://www.arcserve.com/blog/how-immutable-network-attached-storage-delivers-ransomware-protection
https://www.arcserve.com/blog/its-time-move-past-traditional-3-2-1-backups
https://www.arcserve.com/find-a-technology-partner
https://www.arcserve.com/demo-on-demand
https://www.arcserve.com/demo-on-demand
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How to Choose the Right  
Data Protection Strategy for  
Your Hybrid Data Center

Hybrid data centers are becoming the norm, capturing all the benefits of virtualization, cloud, and 
software-defined solutions spanning your data center, public, and private clouds. The hybrid cloud market 
alone reached $52 billion in 2020 and is projected to grow to $145 billion in 2026.

Taking a hybrid approach gives you the flexibility to easily store and move your workloads around as 
needed while giving you more control over your sensitive data. And hybrid clouds offer cost-efficiency 
with on-demand pricing. Most importantly, a hybrid approach gives you fast scalability and effective 
application governance options.

Hybrid Environments Bring Challenges
Hybrid environments also add new complexities as you manage servers, storage, networks, and software 
across your infrastructure. Data protection comes into play, too, as you need to secure applications and 
data both in the cloud and on-premises. You must also be able to recover your applications and data either 
in the cloud or on-premises, regardless of where they live today. And the ability to manage your backup 
and recovery capabilities across your entire environment is an absolute requirement.

Criteria for Effective Hybrid Data Protection Solutions
In a recent Technology Report, DCIG president and founder Jerome Wendt points out five attributes you 
should consider when it comes to data protection for your hybrid data center.

Control Access to Backup Software
Your selected backup software should require authorization and authentication using multi-factor 
authentication (MFA) and identity and access management (IAM) to control and monitor access to 
backups. Requiring multiple approvals for crucial tasks like changing backup schedules or deleting 
backups is also important.

https://www.statista.com/statistics/1232355/hybrid-cloud-market-size/
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Easy, Immutable Storage Management
Choose backup software that makes it easy to manage your immutable storage, a vital part of a 3-2-1-1 backup 
strategy, and your best bet for defending against ransomware because your backups can’t be altered or 
deleted. You’ll also want to leverage the object lock feature available in most public clouds that provides similar 
functionality to on-premises immutable storage.  

Employ Backup Scans to Fight Ransomware
An ideal solution should let you scan your backups for ransomware since it can—and often does—slip past 
cybersecurity defenses. By scanning your data for ransomware during backups and recoveries and providing alerts 
if encountered, you add another layer of data protection to your environment.

Flexible Deployment Options
You’ll need several backup options in your hybrid data center to perform backups in the cloud, on-premises, or 
both. You’ll get the most flexibility with a solution that includes backup appliances (physical, virtual, or both) and 
backup as a service (BaaS).

Workload Mobility
Because your workloads may reside in the cloud, on-premises, or both, you need a data protection solution that 
identifies where the workload is backed up and recognizes the environment into which it will be recovered. This 
capability is critical for recovering workloads regardless of where it resides.

APIs Add Efficiency
The environments where your workloads reside offer multiple application programming interfaces (APIs) for 
management. Backup software that leverages these APIs may back up and recover virtual machines (VMs) more 
effectively and efficiently.

Choose Centralized Backup Management
A centralized backup management console is the linchpin for implementing an effective data protection strategy 
for your hybrid data center. With integrated backup software and a centralized backup software console you can 
manage backup and recovery across your hybrid data center from anywhere.

The solution you choose should identify the workloads that run in each environment, recognize the service-level 
agreements (SLAs) that apply to each environment, and set policies for each and across your entire environment.

https://www.arcserve.com/blog/how-immutable-network-attached-storage-delivers-ransomware-protection
https://www.arcserve.com/blog/how-protect-against-ransomware-3-2-1-1-strategy
https://www.arcserve.com/blog/how-protect-against-ransomware-3-2-1-1-strategy
https://aws.amazon.com/blogs/storage/protecting-data-with-amazon-s3-object-lock/
https://www.arcserve.com/products/arcserve-9000-series-appliances
https://www.arcserve.com/products/arcserve-cloud-console
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Meet Hybrid Data Center Challenges Head-On
In the DCIG Technology Report, Wendt concludes by writing, “Arcserve’s management and security features 
collectively position organizations to meet the dynamic data protection requirements of a hybrid data center.”

Click here to read the complete DCIG report, “Getting Data Protection Right in a Hybrid Data Center.”

To learn more about Arcserve hybrid data center data protection solutions, choose an expert Arcserve 
technology partner or contact us for product information.

https://www.arcserve.com/dcig-tech-report-getting-data-protection-right-hybrid-data-center.pdf
https://www.arcserve.com/find-a-technology-partner
https://www.arcserve.com/find-a-technology-partner
https://www.arcserve.com/contact-us
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How Immutable Data Protection 
Ensures You’ll Never Pay  
if Ransomware Strikes
All it takes is a simple search using the term “ransomware” to clarify how much havoc cybercriminals are 
wreaking on businesses daily. Recent big stories include:

• U.S. Disrupts North Korea Ransomware Campaign Against Hospitals

• Lilith: The Latest Threat in Ransomware

• American Dental Association Report Data Breach in the Wake of Ransomware Attacks

• Protecting Against Kubernetes-Borne Ransomware

The FBI’s Internet Crime Complaint Center (IC3) confirms the breadth of ransomware threats in its 
2021 Internet Crime Report, with the first sentence of the introduction reading, “In 2021, America 
experienced an unprecedented increase in cyberattacks and malicious cyber activity.” Sadly, that’s 
too true, with Verizon’s 2022 Data Breach Investigations Report finding a 13 percent increase in 
ransomware breaches between November 2020 and the end of October 2021. That’s more than the 
report found in the last five years combined.  

Data Protection Starts With a Plan
If you’re an IT pro, you already know how tough it is to protect your data. You simply can’t stop every 
attack that’s coming your way. That’s why every organization needs to have an up-to-date disaster 
recovery plan. You’ll find a step-by-step guide to creating yours in this post. Your plan must address 
your recovery point and recovery time objectives (RPO and RTO) and the technologies needed to meet 
them when backing up and recovering your data.

Employ the 3-2-1-1 Backup Strategy
Hackers are now targeting backups to prevent their victims from recovering, with Conti Ransomware 
as just one example. For that reason alone, we firmly believe that the only way to put an unbreakable 
recovery plan in place is by replacing the old 3-2-1 approach.

https://www.wsj.com/articles/u-s-disrupts-north-korean-ransomware-campaign-against-hospitals-11658245206
https://www.esecurityplanet.com/threats/lilith-ransomware/
https://www.jdsupra.com/legalnews/american-dental-association-reports-1269240/
https://www.darkreading.com/attacks-breaches/protecting-against-kubernetes-borne-ransomware
https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf
https://www.verizon.com/business/resources/reports/dbir/?
https://www.arcserve.com/blog/step-step-guide-creating-disaster-recovery-plan
https://www.arcserve.com/blog/how-ensure-you-can-always-meet-your-rpo-and-rto
https://threatpost.com/conti-ransomware-backups/175114/
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The 3-2-1-1 backup strategy:
• Keep 3 copies of your data (one primary and two backups)

• Store 2 copies locally on two formats (network-attached storage, tape, or local drive)

• Store 1 copy offsite in the cloud or secure storage

• Keep 1 copy in immutable storage, because it’s the only way you can be sure your data can be recovered.

Immutable Backups Save the Day
Immutable backups can’t be altered or deleted, period. Using this write-once, ready-many-times format, your data 
is protected, even if hackers get into your systems. Immutable network-attached storage like Arcserve OneXafe is 
the perfect on-premises backup target for many organizations.

OneXafe combines an immutable object store with continuous data protection (CDP) that takes low-overhead 
snapshots every 90 seconds. Each snapshot results in a new, immutable object. And each snapshot is a view of the 
file system at the instant the snapshot was taken. These snapshots let you go back to specific points in time and 
recover entire file systems in minutes.

Get Immutability Now
With ransomware attacks rising, you need to implement an immutable data protection solution. To get expert help 
in choosing and deploying the right solution for your needs, talk to an Arcserve technology partner. Check out 
demos on-demand and free trial offers, too.

https://www.arcserve.com/products/arcserve-backup
https://www.arcserve.com/products/arcserve-cloud-direct
https://www.arcserve.com/blog/how-protect-against-ransomware-3-2-1-1-strategy
https://www.arcserve.com/products/arcserve-onexafe-overview
https://www.arcserve.com/find-a-technology-partner
https://www.arcserve.com/demo-on-demand
https://www.arcserve.com/free-trial-selection
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How to Extend Ransomware  
Protection to Your Backups  
So Your Data Is Always Secure

By Nikhil Korgaonkar, Regional Director, Arcserve India

The discussion regarding data security is never-ending. However, most of the time, the focus is only 
on cybersecurity. But data protection and ensuring business continuity are the ultimate goals of any 
cybersecurity strategy. With that in mind, I’d like to share some data protection strategies that can help 
your organization protect its data, especially if you fall victim to a ransomware attack.

Cybersecurity Isn’t Enough
A complete understanding of your network security is always an aspiration but is never simple. CIOs 
and CISOs today must have a game plan that ensures that their enterprise network and all applications 
running on it are protected from all forms of cyberattack.

To achieve such levels of security, it is always advised that you maintain a secure cyber landscape 
while minimizing the complexities of your IT environment. Every vendor and solution you deploy 
introduces potential weak spots and gaps in your security coverage. Mitigating this requires a multi-
pronged and unified threat management approach—including malware detection, deep learning 
neural networks, and anti-exploit technology—combined with secure backup and disaster recovery 
(DR) capabilities that can close these security gaps for complete ransomware protection. This strategy 
alone can provide you with a first and last line of defense.

Ransomware attacks increasingly target backups, so you must ensure that your backup system doesn’t 
allow direct access to backed-up files. At Arcserve, we recommend that once strategies are in place 
and backups are created, you should perform a test restore to a backup server at least once a month to 
confirm that the restored data is functioning correctly. By testing your backup and restore strategies, 
you can assess whether your backups are accurate and be prepared for a possible disaster.

We also highly recommend the 3-2-1-1 backup strategy, which offers a high level of protection against 
data loss, especially in the event of a fire or natural disaster. The rule is simple: Keep three copies 

https://www.arcserve.com/blog/how-protect-against-ransomware-3-2-1-1-strategy
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of your data—one primary and two backups—with two copies stored locally on two formats (network-attached 
storage, tape, or local drive) and one copy stored offsite in the cloud or secure storage. The extra “1” in 3-2-1-1 
stands for immutable storage.  

You also need to stay current with patching and updates and ensure the tasks are, in fact, completed so important 
security fixes don’t fall through the cracks. Automating maintenance tasks and creating an enterprise-wide 
cybersecurity education and training strategy are also basic data protection hygiene processes.

Data Resilience and Fast Recovery
Data resilience is the ability to protect against and recover quickly from a data loss regardless of its cause—
ransomware, cyberattack, data theft, natural disaster, hardware failure, or human error.

Achieving data resilience requires technologies and strategies that help you maintain data availability and 
accessibility. That minimizes any disruptions or downtime that can lead to tangible—and intangible—losses to 
your business. Technologies like cluster storage, data replication, backup, and disaster recovery help minimize the 
damage caused by cyber threats. All of these should be elements of your data resiliency game plan, which can help 
your company get back on its feet as quickly as possible—with minimal data loss.

A solid data resilience strategy includes two critical metrics, recovery point and recovery time objectives (RPOs/
RTOs).

RPO defines the amount of data your organization can stand to lose in a disaster. Establishing your RPO can help 
you determine how often you need to back up your data and what type of infrastructure you need to support your 
backup plan. It is less about the actual execution of recovery and more about establishing the framework.

By contrast, RTO helps your organization understand the impacts of downtime and enables you to make informed 
decisions for your data resilience plan. For example, suppose you find that your business can only handle an hour 
or two of downtime. In that case, you should consider investing in a disaster recovery solution that lets you get 
back up and running within that time frame.

Ultimately, planning is the most essential element of ensuring data resilience. The better you plan your 
processes—with the right solutions in place for your situation—and then test them before an actual disaster 
strikes, the better your chances of success. Regular testing of your data resilience plan should be standard practice. 
At a minimum, you should prioritize scheduled testing of your data backup and recovery capabilities to ensure you 
can reliably restore your data if a cyberattack or other disaster strikes.

Ransomware-Proof Backups With Immutable Storage
Immutable storage is an essential part of a comprehensive ransomware protection strategy. Immutable backups 
can’t be overwritten, changed, tampered with, or deleted—even by someone with admin rights.

https://www.arcserve.com/blog/how-ensure-you-can-always-meet-your-rpo-and-rto
https://www.arcserve.com/blog/how-ensure-you-can-always-meet-your-rpo-and-rto
https://www.arcserve.com/products/arcserve-cloud-hybrid
https://www.arcserve.com/products/arcserve-onexafe-overview
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Immutability is different from data encryption as there is no key, so there should be no way to “read” or reverse 
the immutability. Immutable backup data storage simplifies your DR efforts because there should always be a 
clean, current copy of your data available to be restored once remediation is complete.

At Arcserve, our focus on immutable solutions lets us deliver continuous data protection (CDP) by taking 
low-overhead snapshots every 90 seconds. These snapshots are a view of your file system at the moment the 
snapshot was taken. That means you can go back to specific points in time and recover entire file systems 
in minutes. Using network-attached storage (NAS) that includes immutability’s write-once read-many-times 
capabilities ensures that your backups are secure, accessible, and recoverable.

At Arcserve, our immutable solutions are purpose-built so you can add storage—one drive at a time or multiple 
nodes in a cluster— seamlessly as the organization grows. This dynamic scalability also minimizes storage costs 
because you don’t have to allocate wasted storage capacity to meet potential usage spikes, as with inflexible 
scale-up storage.

Air Gapped-Backups: What Can’t Be Found Can’t Be 
Compromised
Keeping your data backed up is crucial to ransomware recovery. However, as I noted above, hackers now focus 
much of their energy and tactics on compromising backups. To counter this, you should consider securing your 
backups with air-gapping technologies. Air-gapping is a practical and cost-effective way to secure your backup 
data.

Air-gapping can be either physical, logical, or both. A physical air gap means the backups are stored on 
media disconnected from the IT environment, often using tape backup solutions. Tape has returned to the 
IT forefront because it offers high storage capacity, affordability, and reliability for data backups. A logical air 
gap stays connected to your network while giving you controls that let you isolate your backup data from your 
production environment. Both physical and logical air-gapped storage solutions are affordable, making them 
attractive backup options. But, using an immutable storage system makes sense for keeping on-premises 
backups.

For your 3-2-1-1 plan, keep one copy air-gapped in a separate location, disconnected from the company 
network. A ransomware attack can’t encrypt this copy, and it is protected from localized threats like fire. It 
should also be accessible from anywhere, so anyone on your IT team can initiate recovery efforts. The bottom 
line behind air-gapping is that your data can’t be compromised if ransomware can’t “see” or find these 
backups.

Zero Trust and Data Protection
When you move to a zero-trust model, you continuously limit data access by anyone to only what they need to 
perform their job. The driver behind zero trust is simple: 82 percent of all breaches involve the human element. 

https://www.arcserve.com/products/arcserve-onexafe-overview
https://www.arcserve.com/products/arcserve-backup
https://www.verizon.com/business/en-gb/resources/reports/dbir/
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All it takes is one person in your organization clicking on a malicious link or downloading an infected PDF to 
immediately put your network and data at risk from malware and ransomware. A successful zero-trust model 
requires everyone in your organization, from top to bottom, to understand and commit to zero-trust principles.

The zero-trust model includes monitoring for unusual or malicious activities, granular role-based access 
controls (RBAC), and automated, coordinated system security throughout your infrastructure. When moving 
to a zero-trust model, you should also focus on protecting critical data in real-time. That’s why we designed 
Arcserve UDP to support zero-trust security strategies and minimize exposure of essential data backups 
to external threats. We also believe in going beyond zero trust by completely isolating your backups and 
monitoring and minimizing access to backup data so that your organization can recover its data in the event of 
a disaster.

Find Out More
For help with choosing and deploying Arcserve data protection and backup and disaster recovery solutions, 
find an expert Arcserve technology partner. And check out our on-demand demos to see for yourself how 
Arcserve products can help protect your data.

https://www.arcserve.com/arcserve-udp
https://www.arcserve.com/find-a-technology-partner
https://www.arcserve.com/demo-on-demand
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Need Answers?
Arcserve is always here— 
standing by and ready to help. 

+1 844 639-6792
arcserve.com

https://www.arcserve.com/
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